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	Reason for change:
	In clause 4.2.3.4.2.1 of TS 33.117 R16, there is a note stating that several of authentication attributes can be combined (dual-factor authentication) to achieve a higher level of security. While this method of enhancing security may apply to the majority of network elements, the note may lead to a misleading direction to operators/regulators who will ask for dual-factor authentication also at the eNodeB for enhanced security.

Dual-factor authentication works well for network elements which are directly managed by humans in interactive mode. That means dual-factor authentication would mandate presence of a human user and probably with an outbound channel back to the authentication sever. 

However, when installing and configuring a new or swapped eNB, there is no on-line backhaul connectivity to the operator’s network, because to make this happen the field installer must first log-in to the eNB and configure the transport layer. For a eNB isolated outdoors without a terminal or screen or keyboard or any other removable device interfaces, it would be impossible for the eNB to receive and confirm a second authentication factor in case a human or script/machine user want to login to a local account. 

In summary, dual-factor authentication would make local management of eNB without backhaul connectivity almost impossible, and human interference would block the automated site management out of NMS applications (no single sign on anymore to eNB), which is not compatible with eNB commissioning operational model with central NMS used by mobile operators.

Therefore, it is proposed to make clear that the note in TS 33.117 clause 4.2.3.4.2.1 does not apply to the eNB network products.


	
	

	Summary of change:
	Added a statement for eNB-specific adaptation to clause 4.2.3.4.2.1 of TS 33.117.

	
	

	Consequences if not approved:
	Dual-factor authentication for enhanced security is not inline with the practical operation and management of the eNB.
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	4.2.3.4, new clause 4.2.3.4.x
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc19609830][bookmark: _Toc26798220]4.2.3.4	Authentication and authorization
[bookmark: _Toc19542384][bookmark: _Toc35348386]4.2.3.4.x	Authentication attributes
eNB-specific adaptation to clause 4.2.3.4.2.1 of TS 33.117 [2] is:
-	Dual-factor authentication by combining several authentication options as noted in clause 4.2.3.4.2.1 of TS 33.117 [2] for higher level of security is not applicable to the eNB. 
Apart from the above exception, Tthere are no other eNB-specific additionsadaptations to clause 4.2.3.4.2 of TS 33.117 [2].
*************** End of the Change ****************

